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Inside Windows 7
NEXT MEETING: Note Date Change

If you haven’t moved to Windows 7,
you will. It's virtually the only

operating system home user can get for SUNDAY, May 2, 2 P.M.
a new computer.

Netbooks still offer XP Home as a
selection but that’s going to disappear
in the future. This summer Microsoft
is ending support for any versions of
XP prior to service pack 3.

Jim McGorry is is back from his vacation and so the article are
following once again. Read, learn, enjoy.

EulaAlyzer — Analyze the EULA before signing
Hotmail Social Networking Busts Privacy
Microsoft Decision Places Libraries at Risk
Recuva — Bring back deleted files
RevoUninstaller - Clean removal of programs
Run Your PC From Afar

Security Competition Reveal Browser Flaws

So it's time to get familiar with
Windows 7. The good news is that is
easier than you think.

If you’ ve used Vista then you are good
to go. Windows 7 is, as many have
said, Vista R1.

E

For those who haven’t moved off of
XP it is a whole new world. Folder
locations, menus and other controls
have all changed.

There are also a lot of new features.
User Access Control, a feature that was
introduced in Vista, is more granular.

Certificates can be generated to encrypt
files, a home group set up to share
data, and problems steps recorder can
create a video of what is going wrong
on your system.

Learn about all of this and much more
at our next meeting.

See you on Sunday.



Weekly Download Section
from Jim McGorry

Weekly Download Section
from Jim McGorry

Welcome members and visitors alike to this new section | hope it will be of interest and use to you.
Each month | will try and have interesting and useful programs for you to download and try on your systems as
you see fit. Some are free and some may have a nominal fee.

A brief write-up and link to download page will be displayed here so you can determine if you wish to get it
and use it.

ALSO NOTE: Some web addresses may not be a direct link. If not, then just copy and paste the address into
the —Address Locationll window and hit enter.

EULALYZER

Have you ever downloaded or installed a new program and clicked on "I accept the agreement” without
actually reading the license agreement? We all have. Unfortunately, it seems that all a company has to
do is mention somewhere in the impenetrable text of their EULA what they may be installing or collecting in
the background to meet legal disclosure requirements.

Some agreements are honest enough to list in plain language what they are goingtodo. Al n or der
keep this software free we will open advertisements while you surf the web. » » . | further understand that a
search tool bar will be added to my web browser which will remain visible as long as the software is installed
and agree that XXXXXX web page will become my default Home page» 0

Because some software providers do not have our best interests in mind, this article will show you how to
install and use a powerful free tool to help you spot potential problems like pop up ads, unwanted tool bars and
personal information collection software before they are installed..

7 EULAMyzer® Download - Mozills Firefax
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Choose a Download site by
left clicking on a location.

# Your list may vary as the
service is updated.

Section A Step 1: Download EULAIlyzer from the Javacool Software web site
http://www.javacoolsoftware.com/eulalyzer.ntml  If you are familiar with downloading and installing
software skip to Section B below.


http://www.javacoolsoftware.com/eulalyzer.html

Opening eulalyzerse! g
— L Start the download by

Left clicking on the
*Save File” Button

You have chosen to open

M eulalyzersetup20.exe
which Is a: Application
from: hitp:/fwww. javacooksofiw. . et

Would you lke to save this file?

| saverie | | cancel
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eulalyzer...

Figure 1Step 2: To start the download to your PC, click on the Save File button (Figure 2)

Figure 2 If you have not changed the default download location, the file will be on your desktop It

should look something like Figure 3

Open File - Security Warning

Do you want to run this hle?

Name: gulahrzersetup20 exe

D Publcher Javacool Software LLC [%
Type: Application
From C:\Documents and Settings\BOYD\Desktop

| Cancel

J

[ Bn |
[#] Always ask before cpurry/!

To start the installation D'!h'“ fie type can
s tweare from publishers
Left click the “Run” Button

Figure3Step3:Locat e t he
t hBunl— Button. (Fig

Section B

Now that you have the EULAIlyzer program installed there are only a few steps to checking an agreement for

potential problems.

Before you install a program, subscribe to a service, or join a new Web site you will be asked to accept a user
agreement. The agreements may have several different names, to be thorough consider looking at all of them

before clicking on | agree» ..Some of the possible names are:
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Privacy Policy: PLEASE NOTE: Sometimes they offer "Privacy Policy Highlights™ and you must click a link

i n that screen to
Terms & Conditions

Advertising Policy

Legal Notices
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L. EULAlyzer
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Step 1 - Open the EULAIlyzer program and click on Analyze on the left hand side of the screen. (Figure 5)

L EULAlyzer
EULAIlyzer ..onu Copy and Paste the agreement

content into the box and Then
Left click the **Analyze™ Button

Drag and Drop the Crosshair icon
onto the window displaying the text |,
you want to examine and then Left
click the *“ Analyze” Buton S ——
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Figure 5 Step 2: Drag and drop the Crosshair icon onto the window displaying the text you would like

analyzed. This method may not always work depending on how the agreement is displayed on your computer.

The way you can make it work every time is to copy the text from the document and paste it into the box

| abeled —License Agreement To Analyzel and then

Groups potential problem
text into Categories

Lefi elick on Green arrow

e wgransmant anat{ 10 Dighlight specific
words or phrases

Summarizes
Interest level

Dtalbis The bcwass sgrammeat shove has :ﬁn, law calculated

Biterest 10, Y5 & healhs read, and there wens some dEloimed
findarawtng words and phrases. Smarch Tazk

Figure 6 Step 3: The program provides a tremendous amount of detail, you can drill down to each potential
problem word or phrase. Or if you prefer you ca
—cal cul ated interest | evell



The: —FI ag g endown ietoxsdvdral categorids: teft &liek on a category to display each phrase that
fits that group Left click on the green arrow to highlight the specific words or phrases that may be a problem.

The —Details: Il box provides a summary of the an

Below are a few example potential problem phrases:
The text in bold is for emphasis only.

ARnThese third parties may also use combined info
provide advertisements about related goods and services that may be of interest to you. You can opt-out of the
third party advertising program by visiting the Network Advertising Initiative website Opting out of a network
does not mean you will no longer receive online advertising.o

A T fd Parties and Advertising. Third parties advertise on our Sites, and we also contract with third parties to
serve ads across the Internet. These third parties may serve ads about our products or services, or third party
products or services in which, based on your Session Data, we or our business partners believe you may be
interested. These third parties may seek to use cookies and pixel tags, including those collected on our Site,
to track Session Data about the ads you have seen and types of things in which you appear interested.o

fiWe collect personally identifiable information such as names, email addresses and demographic
information such as age, gender and zip code. We also may collect your IP address, browser type, domain
name, access times and referring Web site address. This information is collected both during registration on a
site or in response to specific requests, for example when signing up for a newsletter, entering a sweepstakes
or contest or answering a survey.o

Al nf or mat i oXKXXRXBeoddeam Sitesn By ¥ansmitting, uploading, posting or submitting any
Information to XXXXXXX Broadband Sites you (a) declare such Information is not confidential, secret or
proprietary information; (b) warrant that no other party has rights to the Information and that your
transmission, posting, uploading or submission of the Information to XXXXXXX Broadband Sites does not
violate any copyright or other laws; and (c) irrevocably grant XXXXXXX Broadband, a worldwide, royalty
free, non-exclusive perpetual, worldwide license to use, display, perform, distribute, modify, reproduce and
publish the Information in any form anywhere.0

While it can take some time to check out these agreements, using the EULAIlyzer program is much faster than
reading each one and trying to analyze them yourself. | believe knowing about potential security leaks or
annoying pop ups in advance is well worth the time invested.

PLEASE NOTE: While analyzing documents is a valuable practice. You should always have active and up to
date Virus protection software and a Firewall running at all times.

From: The Desk of Jim McGorry
Excerpts taken from the Windows Secrets Periodical

HOTMAIL'S SOCIAL NETWORKING BUSTS YOUR PRIVACY

In its rush to take on Facebook and Google Buzz, Microsoft is now collecting and displaying personal
information on your Hotmail page information you may never have wanted to broadcast.

Exactly how it's mining this information is something of a mystery, but if you use Hotmail or Windows Live,
it's time to review your privacy settings — lest something you said or did comes back to haunt you.



One user signed in to her Hotmail account recently and was greeted with Microsoft's new, improved social
networking splash page, shown in Figure 1

e Figure 1. When you sign in to Hotmail, you now see the "'"Today"'
E page with its new social networking format.
| Kriss
Komkril g — What's wrong with this picture? All three What's new with your
; network entries contain potentially embarrassing information that the
authors never dreamed would appear on someone else's Hotmail sign-
in page. | speak with authority — I'm one of the contacts.

M i@hotmail.de

This looks like a heavy-handed attempt by Microsoft to expand its
Windows Live Spaces social networking out to the zillions of people
who use Hotmail. A controversial move in a confusing marketplace,
| \cody leonhard it's reminiscent of the Buzz privacy debacle that got Google into hot
: water with several governments (as reported in a Deutsche Welle
story). In essence, Microsoft is signing you up for a Windows Live
Spaces account without your consent.

carla left a note oni &5 E.orofile

woody commented on Kim's file |
693876ebook.pdf

The new format brings up some disturbing questions: How, for
example, does Microsoft come up with a list of your network contacts, when you've never created one in the
first place? How does Microsoft find the What's new items — little tidbits of information about those in your
network, the network that you didn't know you had until just now?

Unfortunately, these questions remain unanswered.Where the ‘'what's new’ list gets its faces  In an e-mail, |
asked Microsoft two questions: Where do they get the list of your network contacts that appears on the
Hotmail login page? And how do they harvest the content that appears next to each contact?

A Microsoft spokeswoman replied with an e-mail that simply stated:
Hi Woody,

Please see the Windows Live 'What's New' feed permissions work to answer your questions.
http://help.live.com/help.aspx?project=wl_spaces&market=en-
us&querytype=topic&query=spaces_proc_setprofilepermissions.htm

(Microsoft doesn't allow its spokespersons to be identified by name.)

The link goes to instructions on how to set your Spaces profile permissions. Using a tedious procedure
described at the end of this story, you can keep Microsoft from divulging some kinds of information. But what
you see and what the world sees on your new Hotmail start-up page is the way it's meant to be.

Even though I don't know for sure where Microsoft gets its Hotmail content, | can make a few educated
guesses.

If you subscribe to Microsoft's Windows Live Spaces, you have a list of What's new with your network
contacts. Microsoft uses that list to come up with the names that appear on your Hotmail startup screen. If,
however, you never signed up for Live Spaces, it looks like MS draws the What's new information primarily
from the people you've IM'd using Microsoft Live Messenger. (You can check this by instant-messaging
someone new and seeing whether that person then shows up on your Hotmail page.)

It also looks like Microsoft draws the names in the Hotmail What's new list from your Hotmail contacts.
Microsoft has many different contact lists (Hotmail, Messenger, Live Mail, Outlook, Spaces, etc.), and it


http://help.live.com/help.aspx?project=wl_spaces&market=en-us&querytype=topic&query=spaces_proc_setprofilepermissions.htm
http://help.live.com/help.aspx?project=wl_spaces&market=en-us&querytype=topic&query=spaces_proc_setprofilepermissions.htm

appears Microsoft's scheme is to expand its social networking system by combining all these lists. Fortunately,
it can't do that unless you give your consent (and your contacts may have to give their consent as well).

Microsoft also lets you draw names from other social networks such as Facebook, MySpace, LinkedIn, AOL,

and others.

How Microsoft finds other 'what's new' content

The What's new with your network list adds content from blog updates, favorites updates, photos, games,
and more — but for the life of me, I have no idea from what specific sources Microsoft mines this material.

This is not a case of paranoia or that I'm anti-social — | have no problem with Facebook, for example. If you
stick something on a Facebook wall, you expect the missive to be visible to anybody who wants to look at the
wall. That's part of the social-network deal. But the new Hotmail user home screen goes to another level. For
instance, if you have a Windows Live ID and you add John Smith to your What's new network, you expect

Files
Choose who can see the files in each of your folders.
Permissions

Shared favorites

Choose who can see the links to web pages you've saved as
shared favorites, To start sharing favorites, download the
Windows Live Toolbar, Permissions

What's New with you

Choose which of your activities (like posting photos or adding
people to your network) that you want others to see. You can
remove individual items and/or remove all future items for each
type of activity. Permissions

Web activities
Choose who will see your activities from other web services you
can add to your profile like Flickr and Twitter. Permissions

that others in your network will find information on Mr. Smith. That's
cool. But you'd probably be surprised when you discover that
someone you casually IM'd six months ago now sees that you and
John are buddies.

I'll give two examples where the source of the new Hotmail content
mystifies me. | made a comment on December 11, as shown in Figure
1, but I have no idea where Microsoft found that text. (You won't find
it searching on Google or Bing.) What's new also says that |
commented on Kim's file — but | have no idea who Kim is. Clicking
through on the linked PDF e-book turns up a dead link. By clicking
on Kim, | discovered that she is or was a marketing manager at
Microsoft Press. But | still have no idea how she ended up as a
What's new link with my name on it. I'll readily confess that |
don't recall every | agree button I've ever pushed. But I'm reasonably

certain I've never given Microsoft permission to mash together information about a woman I've never heard of
and stick it under my name on other people's Hotmail pages.

Use the Permissions pages to protect yourself

As far as | can tell, a Windows Live ID is necessary for MS to spread potentially embarrassing information
about you across the Hotmail sign-in pages of people you barely know. Windows Live IDs have gone by many
different names over the years, including @hotmail.com or @live.com e-mail addresses, Windows Live
Messenger, MSN Messenger or Windows Messenger ID, Xbox Online ID, Windows Passport or .NET

Passport ID, and Microsoft Wallet or Passport or Passport Network ID.

If you have a Windows Live ID and

you're concerned about privacy — as you should be — you can use the permissions pages (and there are many
of them) to control exactly what other Hotmail users will see about you.

Here's how:

Step 1. Go to the Windows Live sign-in page and sign in with the Windows Live ID that you want to protect.
Step 2. At the top of the page, above the masses of advertising, click the Profile link.

Step 3. On the Profile page, click the Permissions link. You'll see a lengthy list of permission options, as
shown in Figure 2. | counted 22 different main permissions options, and several of the options have multiple

choices.



= slog - Show blog updates.

==l Discussions - Show updates about discussions in groups.

== Documents - Show updates about shared documents.

[%[ Events - Show updates about events.

€@ Favorite things - Show updates about favorite books, music and

#&3 Groups - Show updates about groups.

[#] Guestbook - Show updates about comments added to guestboo
Lists - Show updates about changes to lists on spaces.

8 nNetwork - Show updates when people join a network.

Y. | Notes - Show updates about notes left on profiles.

& Photos - Show updates about photos.

[@) profile - Show profile updates.

ﬁ,'"? Shared favorites - Show updates about shared favorites.

& web activities - Show updates about web activities.

& Windows Live Messenger - Show updates about changes to Mes

w Windows Live Messenger games - Show updates about games p

Figure 3. The many permissions options for the ""What's New"" section of Hotmail have a daunting
number of choices.

Step 4. Work through the permissions that concern you the most — for example, whether your last name
should be displayed. It could take an hour to slog through it all. As far as I can tell, there's no easy way to
simply say, Keep Out

Step 5. When you're done, click the link in the upper-right corner of the window and sign out.
That's what you have to go through to keep Microsoft from broadcasting your personal details to people you
barely know. Unless somebody in Redmond shows a little common sense and restraint, this foray into public

— and potentially embarrassing — data mining could bring with it legal liabilities.

Given the murkiness of this new social networking scheme, I'd just as soon opt out — if I could only figure out
how.

From: The Desk of Jim McGorry
Excerpts taken from the Windows Secrets Periodical

MICROSOFT DECISION PUTS PUBLIC LIBRARIES AT RISK

Millions of Americans depend on libraries, Internet cafés, and other public locations for their connection
to the Internet, and keeping these points of access safe from hackers is especially difficult.

Recently, however, Microsoft has made that challenge even more difficult for many public libraries.

The company announced it would not upgrade the free application, SteadyState, to Windows 7 compatibility,
angering many of the folks who manage public-access PCs. People who manage library PCs say they don't
have money to pay for third-party products that protect public PCs from malware and malicious users.

People who manage public computers face daunting security and anti-malware threats. Microsoft
acknowledged this fact when it introduced Windows SteadyState, an add-on for Windows XP and, later, Vista.

SteadyState essentially resets a computer whenever a user signs off, thus protecting his or her identity and data.
It lets administrators restrict how users can interact with the computer — administrators can, for example,
block access to programs, Web sites, the Control Panel, and disk drives.



SteadyState can also set time limits on user sessions and import user accounts (so that once you've set up an
account on one PC, you don't have to start from scratch on the others you manage). And when a user logs off, a
feature called Windows Disk Protection erases all changes, ensuring a consistent user interface.

However, not only is SteadyState incompatible with Win7, Microsoft says it has no plans to introduce a
Windows 7-compatible version. That's leaving some IT managers scrambling for replacement technology and
others vowing not to upgrade to Windows 7 at all. Microsoft declined a request for an interview about the
future of SteadyState (or to discuss dropping Guest Mode, a somewhat similar feature that appeared in early
Windows 7 betas). Instead, the company provided, via its public relations firm, an e-mail response attributed
simply to "a Microsoft spokesperson.”

"Microsoft is always investigating customer requirements and continually explores opportunities to meet
customer needs in product offerings. Part of that process is prioritizing features we put into our products and
making tradeoffs on what to support.

"For many organizations, the use of Group Policy and System Restore functionality provides the ability to
manage and reset their PCs as needed; as a result, Microsoft will not be updating Windows SteadyState to
support Windows 7. Organizations that require the extended functionality beyond what is offered within
Windows 7 should explore third-party products which provide comparable functionality to Windows
SteadyState.” Using Group Policy and System Restore is not practical in a public, kiosk-PC setting.
SteadyState treats each computer as a self-maintaining, autonomous system.

The first indication that there would be no Windows 7 version of SteadyState came in a March 10 post on
Microsoft's Windows SteadyState forum by moderator Sean Zhu. Responding to a forum member's query, Zhu
wrote: "I'd like to inform you that currently, there is no plan to develop a compatible version of Windows
SteadyState for Windows 7." Zhu did not elaborate. Microsoft still maintains the SteadyState Web site, which
lauds the tool's virtues for shared Windows XP and Vista PCs — not just in libraries but also in Internet cafés,
schools, and even homes.

A product developed in the public's interest

SteadyState is descended from the Public Access Computer security software developed in the early 2000s by
the Bill and Melinda Gates Foundation. It was part of the foundation's ongoing drive to put computers into
schools and libraries. In 2005, Microsoft picked up the torch with the release of the Shared Computer Toolkit
and then followed with SteadyState in 2007 for Windows XP.

Ironically, news of Microsoft's decision not to support SteadyState in Windows 7 arrived in the same month as
a Gates Foundation—funded, University of Washington study, which reported that some 77 million Americans
used a library computer or Wi-Fi network to access the Internet last year. As Microsoft's statement on
SteadyState suggests, there are other tools available for managing shared computers. At least one forum poster
said he was able to install SteadyState on Win7 systems by using the new operating system's Vista or XP
compatibility mode. But at this time, it's not known whether all features — particularly Windows Disk
Protection — will work.

Third-party solutions, such as Faronics' Deep Freeze, don't appeal to cash-strapped educational institutions,
which are already spending considerable money upgrading to Windows 7. Faronics does offer libraries and
non-profits discounted volume licensing rates that lower the $45 price to about $30 for each PC. "I think it's
worth it," says Philip Boccia, Systems Librarian for the Long Beach, N.Y., Public Library. "But in these times
a lot of libraries can't afford it.” IT consultant Michael Jurayj of Saint Paul, Minn.-based House Calls
Technologies thinks he can re-create some of SteadyState's features in Win7, but he's not happy about it. Juray;j
wrote in an e-mail:



"l can probably lock it down through the Group Policy editor and the Registry, but it will be more labor
intensive and therefore more expensive [for customers]. Unfortunately, it will not be as elegant and because of
the expense will be less likely to be used."

As a result, Jurayj said, he's thinking of offering his customers the option of rolling their machines back to
Windows Vista so they can use SteadyState. At least one forum member said lack of SteadyState support is a
deal-breaker for Windows 7 upgrades. The poster, identified as Syb111, manages 200 computers. Syb111
wrote:

"We have decided to stay with XP and notify users that until Microsoft updates WSS to run with Windows 7,
we will stay with XP and advise them to do the same. It's simply not viable, especially in this economy, to
spend the extra tens of thousands of dollars on the extra staff that would be needed to support an OS that we
have come to the conclusion that even Microsoft isn't prepared to support fully.”

Protecting yourself when using public PCs

What about people who use PCs in public places? Long Beach's Boccia says a lot depends on what the PC will
let you do — which you might be able to determine only by trial and error. Boccia states, "Unfortunately, there
is no visual cue to alert the user of what type of security the machine is using, unless the person is pretty tech-
savvy and knows what to look for."

Tips for using public PCs include:

Check how the PC is set up. What operating system is it using? (XP is obviously better for the reasons given
above.) It shouldn't let you poke around in the system settings such as the control panel and user accounts.

Ironically, the less you can do on the PC, the better — it's well-locked down.

You might even look behind the machine for any keylogger devices attached to the keyboard cable, where it
plugs into the PC. For more on keyloggers, read the Bright Hub article, "Risky business, using kiosk
computers."

Avoid tasks such as online banking and credit card purchases that might leave sensitive information behind.
But if you must do so, uncheck any box offering to remember your information and change your passwords as
soon as you are on a PC you know is secure.

If you have access to browser options that let you clear the cache and wipe out cookies, you should use them.
The best systems warn you that they will clear stored information such as cookies when you exit.

If you need to save a document, it's up to you to bring a flash drive to store it on — or e-mail it to yourself and
then delete it from the public PC. Be sure to empty Windows Trash.

Take similar precautions when using public Wi-Fi networks. For example, log into a user account without
administrative rights when browsing on a public Wi-Fi network, Boccia says. "You don't need admin rights just
to browse the Web, create a document, and do e-mail, especially at a public wireless hotspot (or as I call it,
surfing with sharks)."

Weekly Download Section
from Jim McGorry

Welcome members and visitors alike to this new section | hope it will be of interest and use to you.
Each month I will try and have interesting and useful programs for you to download and try on your systems as
you see fit. Some are free and some may have a nominal fee.



A brief write-up and link to download page will be displayed here so you can determine if you wish to get it
and use it.

ALSO NOTE: Some web addresses may not be a direct link. If not, then just copy and paste the address into
the —Address Locationll window and hit enter

RECUVA TO THE RESCUE!

Have you ever deleted a file that you wish you would kept? Have you ever lost a file? | know | have. It see
get questions about this alktt possible to recover a deleted file? Well, the answer is yes and | have a free
download for you called Recuva that will do the job.

This program is SIMPLE to use. Just download and install, then tell Recuva what you are looking foreand |
over from there! Just to show you how well it works, | told it to find all the files that | have deleted from my
bin. This is what it gave me!

& Piriform Recuva

el e s s eTe——

| O Filename Path Lask Modifi # 1 H H
|00 @._adax_star_Rating CHRECYCLERYS-1-5-21- 1606080845-1151 7631 3-839522,, . 12/1/2008 | can't even fit all the results on the Page! This
[ @ _o588~1.05_ CHRECYCLERYS-1-5-21- 1606080845- 1151 7631 3-839522,, . 12/1/2008 program is great and will do its best to)/ﬁm(d

[ @ _INDES~1HTM CHRECYCLERYS-1-5-21- 1606080845-1 151 7631 3-839522,, . 12/1/2008

[0 @ _sTARS~1.GIF CH\RECYCLERS-1-5-21- 1606980545-1151 7631 3-839522..,  12/1/2008 |OSt files. Give it a tl’y!

[] @ Dcz7.php CHRECYCLERYS-1-5-21- 1606980848-1 1517631 3-839522,, . 11/25/2008

[0 @oDcatbxt CHRECYCLERYS-1-5-21- 1606980845-1151 7631 3-839522,, . 12/11/2008

[ @bcszixt CHRECYCLERYS-1-5-21- 1606080845-1151 7631 3-839522,, . 12/3{2008

[ @oDc41.png CHRECYCLERYS-1-5-21- 1606980845-1151 7631 3-839522,, . 1/2/2000 11

[ @ocaz.sql CHRECYCLERYS-1-5-21- 1606980845-1151 7631 3-839522,, . 1/2/2009 1"

[ @ Dcas.xt CHRECYCLERYS-1-5-21- 1606980845-1151 7631 3-639522,, . 1/6/2000 1

[] @Dkt CHRECYCLERYS-1-5-21-1606080845-1151 7631 3-830522,, . 1/15/2000 | .

[] @ readme_en-Us.html CHRECYCLERYS-1-5-21- 1606080848-1151 7631 3-839522,, . 9/30/2005 http-/ /www.recuva.com/

[ @ readme_en-Us.kxt CHRECYCLER)S-1-5-21- 1606080848-1151 7631 3-839522,, . 9302008

O @zipg CHRECYCLERYS-1-5-21- 1606980848-1151 7631 3-839522,, . 12/11/2008
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Weekly Download Section
from Jim McGorry

Welcome members and visitors alike to this new section | hope it will be of interest and use to you.
Each month I will try and have interesting and useful programs for you to download and try on your systems as
you see fit. Some are free and some may have a nominal fee.

A brief write-up and link to download page will be displayed here so you can determine if you wish to get it
and use it.

ALSO NOTE: Some web addresses may not be a direct link. If not, then just copy and paste the address into
the —Address Locationll window and hit enter

REVO UNINSTALLER
One thing I can't stand is having a computer full of programs that | don't use anymore! Extra programs on a
computer do nothing but slow it down. That's why it's a good idea to go through your system every once in

awhile and uninstall programs you don't use anymore.

Usually, uninstalling is done by going to your system's Control Panel and opening the Add/Remove
Programs section (listed as Programs in Vista). That way works just fine most of the time, but sometimes it
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just doesn't cut it. The other day, that type of problem happened to me. | was trying to uninstall a program and
it just wouldn't come out. There were leftover files and registry entries all over the place. Because of that, |
started looking for a program that would fix my problem.

What | found is called Revo Uninstaller. Revo Uninstaller is a free program that accurately and safely
removes unwanted, stubborn programs from your computer. It begins by making a system restore point, which
IS great, because if anything goes wrong, it can be undone. Next, it runs the regular uninstaller for the program
you want to remove. After that's completed, it will do one of two things. If you choose the Safe uninstall, it
will show you the leftover files and registry lines and allow you to delete them yourself. If you choose the
Moderate uninstall, it will do everything for you.

I chose the Moderate option and didn't run into any issues. However, choosing the Safe method gives you more
control over the uninstall. So, the choice is yours!  When it comes to uninstallers, this program is great. You
can download the Revo Uninstaller for yourself right here:

http://www.revouninstaller.com/revo_uninstaller_free_download.html

Enjoy!

From: The Desk of Jim McGorry
Excerpts taken from the Windows Secrets Periodical

RUN YOUR PC FROM AFAR 8 SECURELY AND EASILY

Your office PC is miles away, when suddenly you realize you forgot that all-important file 8 what to
do?

Luckily, there are free tools (including one possibly residing in Windows) that give you remote access — or
even full-scale remote control — of your PC, as if you were sitting right in front of it.

By day, | work as a server admin for my clients; by night, | become a support tech for my sister and dad. But
when problems arise at some inconvenient hour, the last thing | want to do is hop into the car and drive to the
troubled PC (or server). Instead, | pull out one of my many remote-connectivity software tools and access the
ailing PC from afar.

With remote-access software running, | see their screens on my monitor. | control their cursors with my mouse.
I use my keyboard to enter commands and text into their systems. It's as if | were sitting at their PCs without
ever having left my house.

That's pretty cool, but there are many good reasons for using remote access/remote control software beyond
family tech support. You can also use it to access your personal or office PC when you're away — pull down
that file you left behind, synchronize data between your notebook and desktop computers or your home and
office PCs, or run applications you have on one machine but not on another.

Look to Windows first for a remote connection

Microsoft's Remote Desktop Connection (RDC) is found in most versions of XP, Vista, and Windows 7, and
it's relatively easy to use. (See list below.) RDC, like most applications of its kind, has two main
components: a host (or server) app and a client app. Communication between the host and client is one-way —
a client PC controls the host, but not the other way around. To establish a remote connection, you launch the
host RDC app on the remote PC and the client app on the local system (the one you're sitting at). Starting with
XP, all versions of Windows have the RDC client software and thus can connect to an RDC host.
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However, only certain versions of Windows include the host side of RDC. Even though RDC has a myriad of
home and non-business uses, Microsoft sees its remote-control utility as primarily a business-oriented tool. So
only the business-oriented and higher-end editions of Windows have the RDC host software built in.

Here's how it breaks down:

XP: XP Home contains only client software; XP Professional contains both client and host software. See the
MS article, "Get started using Remote Desktop with Windows XP Professional.”

Vista: The Home Basic, Home Premium, Business, and Ultimate editions all have client software; the Business
and Ultimate editions also have host software. See MS's Vista RDC FAQ and article.

Windows 7: Home Premium, Professional, and Ultimate have client software; Professional and Ultimate also
have host software. See the Win7-specific article, "Connect to another computer using Remote Desktop
Connection."”

In all Windows versions, you can click Start/Help (or its equivalent in your edition of Windows) and search the
Help system for the phrase Remote Desktop. The local Help system will show you authoritatively what your
copy of RDC can do — and even more important, how to configure and use it.Non-RDC alternatives offer
more flexibility

RDC is good — I use it all the time — but it's not the only game in town. Many third-party alternatives bring
host capability to the Windows editions lacking RDC host-mode support. For example, LogMeln's software,
available in free and paid versions, lets any current Windows version act either as a LogMeln host or client.
LogMeln also offers a Mac version, opening up interesting options for cross-OS remote sharing and control.
(See more on Mac connections below.)

Similar solutions include RealVNC, Copilot, GoToMyPC, CrossLoop, and many more.

Microsoft also may end up competing against itself with a new cloud-based sync/share service called Live
Mesh site. (If you know of other tools or have had experience with any of the ones I've mentioned, please
visit this story's thread in the Windows Secret Lounge and share your thumbs-up or -down recommendation!)

Making connections across the Internet

In general, setting up and using these tools is fairly straightforward. Start by configuring the host system to
receive inbound connections, and leave it turned on when you're away. When you need remote access, connect
your local computer to the Internet and launch the client app. The exact method varies from product to product.

For example, with Microsoft's RDC, the client software asks at startup what you want to connect to. You enter
the network address of the target host PC. (On a LAN or intranet connection, you can alternatively use the
machine's local network name.) RDC negotiates an encrypted connection and then takes you to the familiar
sign-in page on the host system. Enter the username and password you usually use on the host PC, and you're
in — just like that. (See Figure 1.)  There's one caveat for this to work reliably: the host computer must have
a static IP address (one that does not change). Most businesses have static I1Ps, but most homes do not. So
connecting to your work PC should not be a problem.

If your company requires a virtual private networking (VPN) connection to the office computers
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Figure 1. To connect to a remote PC with Microsoft's Remote Desktop Connection, simply enter the
system’s IP address.

I use still another option at my workplace: Remote Web Workplace (RWW), which is built into Windows
Small Business Server. RWW provides secure remote access for the office staff without using VPN.

For home-to-home connections, use one of the alternatives to RDC, such as LogMeln — which uses an
intermediary computer to manage connections.

With LogMeln, you set up the host software on the remote machine and then connect it to a password-
protected, LogMeln central server. When you launch the client app on your local PC, you do not connect
directly to the remote system but rather to that same LogMeln server.

Once the LogMeln server has checked both host and client PCs' credentials, it establishes a connection between
the two. Windows' own security still comes into play — the client operator must enter a valid username and
password for the host system. It's not as hard as it sounds — usually, setting up a connection takes only a few
minutes, and the better remote-access tools have good FAQs and help files.

If your client computer is a Mac, Microsoft's Remote Desktop Client for Mac (download page) works almost
identically to the Windows version. It gives my MacBook Pro remote access to my Windows workstations and
servers — both at work and at home. (My home-based HP MediaSmart Servers included remote desktop
software.)

You can also work the other direction — I use ReaLVNC to control a Mac from my Windows PC and
LogMeln to sign in remotely. (Many third-party remote-control apps have Mac versions.) Support for Apple
products extends beyond the Mac. For example, while sipping coffee at Starbucks, I can still connect to my
remote PCs and servers — through my iPhone! Yes, you read that right. There are remote desktop clients such
as LogMeln for smart phones. And yes, it works: the relatively tiny screen of a smartphone makes it a bit
cumbersome to scroll around your full-sized Windows desktop, but it doable.

On that Apple's iPad is out, Wyse has announced a version of its PocketCloud app (info page) for the iPad. As
a user of the iPhone version, | can atest that PocketCloud is a nice remote desktop client for checking servers
and responding to emergencies.

Windows Mobile also supports a version of Remote Desktop Connection called "Remote Desktop Mobile." It's
built into some Windows Mobile phones and can be downloaded into most others. MakeUseOf.com's article,
"How To Control Your PC from Windows Mobile Cell Phone," provides a good overview. The Microsoft



Windows Phone forum's thread, "Remote Desktop Mobile," includes additional information and a link to
download the Remote Desktop Mobile software.

So you can see there are many, many options. The next time you need access to a system miles away, look
around — chances are good one of your local PCs, Macs, or smartphones can make the connection!

From: The Desk of Jim McGorry
Excerpts taken from the Windows Secrets Periodical

SECURITY COMPETITION REVEALS NEW BROWSER FLAWS

CanSecWest 2010's hacker competition results in public defeat for Apple's iPhone and three of the
leading Internet browsers.

Apple, Microsoft, and other vendors are certain to release patches in the next few months for these holes, but
what's a user to do in the meantime? Security conferences offer forums for top security specialists to share the
latest malware threats and defenses. But CanSecWest's (Canadian Security West) most-popular event is
Pwn20wn, a competition for white-hat hackers. The winner is the first contestant to defeat a browser's
defenses and take over a personal computer. This year's Pwn20wn included smart phones for the first time.

The most-interesting revelations at this beat-the-browser match were the contestants' ability to circumvent
Microsoft's Address Space Load Randomization (ASLR) and Data Execution Prevention (DEP) security
controls and their success in hacking Apple's immensely popular iPhone. Ironically, the competition has
another aspect pre-eminent with malware authors — money. In addition to bragging rights, winning this year's
Pwn20wn included $100,000 in prize money put up by security company TippingPoint. Prize money played a
significant role in explaining why Apple's Safari, Mozilla's Foxfire, and Microsoft's Internet Explorer were the
first browsers cracked — long before anyone even attempted Google's Chrome. With $10,000 at stake for each
browser taken down, the contestants went after the browsers they knew best and could defeat the fastest. Noted
security specialist Charlie Miller, for example, has won prize money three years in a row — all at Safari's
expense.

Miller's win this year was somewhat controversial. TippingPoint and other companies sponsor the Pwn20wn
competition for the knowledge contestants reveal when breaking the browsers.

But, as noted in a Computerworld article, Miller declares that he will not give any security company specific
details on the 20 flaws he found — not only in Apple's product, but in Adobe Reader and Microsoft Office as
well. He states, however, that he's willing to show the vendors how to find the flaws on their own.

Bottom line: Though this competition includes some of the world's leading malware experts, it does not answer
the average PC user's one all-important question: which browser is most resistant to attack?

Google's Chrome the 'winning' browser

For the second year in a row, Google's Chrome was the only browser not hacked — not because it was
unbreakable, but because the other browsers were easier targets. Compared to IE, Firefox, and Safari, Chrome
is a new browser. As noted above, the contestants have far more time invested in researching (and breaking)
security flaws in Safari, Firefox, and — especially — IE. As ZDNet's Garett Rogers put it in a March 28 post:

"These results don't mean that Google is 100% secure — but it does mean that Google simply isn't the lowest
hanging fruit. Market share isn't the reason researchers weren't focusing on Google products this year, because
prize amounts didn't depend on it — it just happens to be much easier to hack the competition.”



What applies to these security experts may also apply to malware authors. That said, Chrome is getting respect
for its seemingly more-secure design. A Techie Buzz story offers a brief description of how Chrome uses
sandboxes to resist malware attacks. A programming technique, sandboxes keep potentially harmful software
isolated from safe apps — much like putting someone who may have a contagious disease in quarantine. The
story goes on to say that IE also uses sandboxes, but with obviously less success. The upshot: Use Firefox for
day-to-day Internet work on sites you know are safe. Typically, it's a smaller target for malware attacks than is
IE, and | prefer its interface to Chrome's. Use Chrome when surfing to sites you're unsure of. When installing
Chrome, just remember to uncheck the box that makes it your default browser.

IE 8 gets new breach 8 and a new patch The most-worrisome security flaw revealed by the Pwn20wn
contest was the Internet Explorer 8 hack.

Dutch researcher Peter Vreugdenhil won $10,000 by circumventing Windows 7's two best anti-malware
controls, Address Space Load Randomization (ASLR) and Data Execution Prevention (DEP).

An independent security expert, Vreugdenhil immediately published a paper, available on his Web site,
describing in general terms how he did it. (He states he will not publicly reveal the exact exploits used.) He
was able to take over a fully up-to-date Windows 7 system in two steps. First, he managed to evade ASLR and
get the memory address of a Windows 7 .dll file. Next, he disabled DEP by using a previously known exploit.

Circumventing DEP is especially troubling: Microsoft relies heavily on DEP to keep out new malware that's
unknown to antivirus applications — so-called zero-day attacks. A March 30 Microsoft Security Response
Center bulletin announced the unscheduled release of an Internet Explorer update. According to the bulletin,
this release was not related to the IE 8 vulnerability revealed at CanSecWest (which Microsoft is still
investigating) but is a cumulative security patch for all versions of Internet Explorer.

Security Bulletin MS10-018 (980182) is marked critical, addresses 10 Internet Explorer security flaws, and
should be installed as soon as possible. For more on this and a large Apple patch release, see contributing
editor Susan Bradley's Patch Watch column in today's paid content.Safari may be the most-vulnerable
browser

The first browser to fall in the CanSecWest competition was Safari, mostly due to Charlie Miller's expertise in
Apple code. There's been a long and loud debate about why hacking is such a problem on Windows yet
relatively unheard of on the Mac.

Given the huge commercial nature of today's malware attacks, the answer is not that Macs are more secure
(they're not, according to almost every security expert) or that hackers have it out for that evil empire called
Microsoft. The answer most likely comes down to money. Mac's approximately 8% market share simply does
not offer sufficient monetary return on a hacker's time investment. Mac users are just plain lucky.For an
interesting and somewhat worrisome article on Mac malware, read Andy Greenberg's March 25 article, "The
bounty for an Apple bug: $115,000."

Smartphones make a new and tempting target

Possibly the most talked-about event at Pwn20wn was Vincenzo 1ozzo and Ralf Weinmann's $15,000 prize for
hacking Safari in a fully up-to-date iPhone. This is the first time the iPhone 2.0 operating system has been so
openly compromised. If market share defines the likelihood of a malware attack, what does that portend for the
iPhone? A recent report by AdMob, a Google company, states that iPhones make up 50% of the smartphone
Internet traffic on AdMob's network. (According to a Gartner study, iPhones made up only 14.4% of
worldwide smartphone sales in 2009.) Such a high level of Internet activity from one brand of smartphone
should make a tempting target for malware attacks. The CanSecWest competition has now proved that the
Safari browser on iPhones is vulnerable. Safari is currently the only browser allowed on that device.



What happens when your phone is stolen or lost? A good hacker can probably get past both the phone
password and any add-on data encryption apps you may have installed. That said, an article in Appletell, "Apps
to help keep your iPhone data secure,” lists a few you might consider.

French team finds a security flaw in network cards

Public disclosure is an important aspect of security conferences. Security threats known only to an elite group
of hackers or security specialists (or both) are brought out into the open. At CanSecWest, one of the less-
known security holes — the common network interface card — was revealed.

A story in Malware Diaries describes how two Frenchmen, Loic Duflot and Yves-Alexis Perez, proved that a
hacker can execute code on a network card and then take over a PC. That's scary, because network cards, your
link to the Internet, communicate with PCs at a low level, where most anti-malware applications never look.

This security threat is completely independent of what operating system you use. It doesn't even require that
your PC be powered on. The malicious code uses network-card functions that are normally turned off. When
you turn on your PC, those newly enabled functions act as the hacker's doorway into your system. Note
that the point of this demonstration is not to make PC users worry about an immediate threat but rather to give
security experts another avenue of attack for consideration. In other words, don't rip out your network interface
card and go looking for a more-secure one. You won't find it. The best policy is to treat your network
card as you do your applications. Sign up for update notifications from the network card vendor, and add
patches as they come out. Broadcom boards, for example, notoriously need updates (download page) — and
not just for security reasons.

The good news is, there are so many easier ways to hack a PC that in-the-wild network card attacks are
unlikely.



